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Abstract of the contribution: This paper discusses lawful interception for split architectures.
Introduction
Although lawful interception is not described in detail by stage 2 specifications, it is important to understand its general requirements and constraints, especially with respect to the user plane functions. This contribution discusses lawful interception for split architectures.
Discussion

Per 3GPP TS 33.107, the architecture and the reference points for lawful interception in the S-GW and P-GW are described in the below figure.
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Figure 1: S-GW, PDN-GW, ePDG Intercept configuration
From the above figure it can be seen that the S-GW as well as the P-GW has to support the following reference points: X1_1 as LI control interface, X2 for the transfer of user related parameters, X3 for the transfer of communication data. For split architectures, it can be assumed that the S-GW/P-GW control plane functionality will include the support of X1_1 and X2. However, for the support of X3 it is not clear whether it belongs to S-GW/P-GW control or user plane functionality, or even has to be provided by both. 
During Rel-4, a similar problem had to be solved for the CS domain, when the MSC was split into MSC server and MGW. The following figures show the different intercept configurations: pre-Release 4 (figure 2a) and in Rel-4 (figure 2b). It can be seen in the right figure (2b) that the MSC server provides the X1_1 and X2 interfaces for signalling. The X3 interface for the transfer of communication has to be provided by both, the MSC server (for the transfer of some user related parameters and call control signalling) and the MGW (for the transfer of communication data). 
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Figure 2a: Reference configuration in R99            Figure 2b: Circuit switched intercept configuration in Rel-4
The very same approach could be chosen for split architectures in the PS domain. The S-GW/P-GW control plane functionality could provide the X1_1 and X2. The X3 interface for the transfer of communication data could be provided by the S-GW/P-GW user plane functionality. The X3 interface should not be necessary for the S-GW/P-GW control plane functionality as all user related parameters and bearer control signalling is defined as being transferred via X2. Such a configuration is shown in figure 3.
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Figure 3: Intercept configuration for split SGW/PGW architecture
Proposal
Based on the considerations above, it seems feasible to re-use the approach introduced with the MSC server/MGW split for supporting lawful interception in split architectures for the SGW/PGW. 
SA2 should therefore send an LS to SA3-LI to verify this assumption or to get information about different requirements, constraints or approaches for supporting lawful interception.[image: image5.png]
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